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ZoomLab®
  

Statement: ZoomLab® Project Data Handling 

 

General data protection information can be found in the ZoomLab® Privacy Statement.  

The purpose of this document is to provide further insights into how pharmaceutical data and 

further user activities are tracked and secured in ZoomLab®.  

 

Data processing by BASF 

BASF does not access proprietary information such as active pharmaceutical ingredients (APIs) 

or new chemical entities. ZoomLab® API characterization apps require (molecular) property data, 

which can be entered manually or imported from PubChem by providing the API name. Key data 

points needed for Developability Classification and Content Uniformity Check include solubility in 

FaSSIF at 37°C, d90 value and dose of active ingredients. 

Further tracking varies depending on your subscription; please find the details in the table below. 

 

Area of information Details Core account & 

Single-User 

Premium 

Corporate Premium 

Technical data such 

as APIs and data 

points 

Proprietary 

information of user 

No tracking No tracking1 

Excipients selected Use for marketing 

purposes2 

Tracking BASF 

excipients only 

No tracking1  

Used apps Use for future 

developments and 

adoption 

Tracking app usage 

per session per user 

Aggregated tracking 

on tenant level 

 

Cyber security 

ZoomLab® meets strict cybersecurity requirements and is currently certified under ISO 

27001:2017 due to BASF’s responsibility for critical infrastructure. ZoomLab® is built on cloud 

technology with data being stored in a Virtual Private Cloud (VPC) on servers within the 

European Union.  

 
1 This applies both to Public and Private Ingredients. Private Ingredients refer to additional APIs and 
excipients which can be added to the database with a Corporate Premium subscription.  
2 In compliance with given marketing consent and data privacy and protection laws.  

https://zoomlab.basf.com/PrivacyStatement
https://zoomlab.basf.com/PrivacyStatement
https://zoomlab.basf.com/PrivacyStatement
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This document has been created digitally and is valid without a signature. BASF’S 

DISCLAIMERS AND WAIVERS ARE SET FORTH ON THE LAST PAGE If you have any further 

questions or need additional support, please contact your BASF sales representative. 

This document, or any information provided herein does not constitute a legally binding obligation 

of BASF and has been prepared in good faith and is believed to be accurate as of the date of 

issuance. Unless expressly agreed otherwise in writing in a supply contract or other written 

agreement between you and BASF:  

(a) To the fullest extent not prohibited by the applicable laws, BASF EXPRESSLY DISCLAIMS 

ALL OTHER REPRESENTATIONS, WARRANTIES, CONDITIONS OR GUARANTEES OF ANY 

KIND, WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, BY FACT OR LAW, 

INCLUDING ANY IMPLIED WARRANTIES, REPRESENTATIONS OR CONDITIONS OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, 

NON-INFRINGEMENT, AND ANY REPRESENTATIONS, WARRANTIES, CONDITIONS OR 

GUARANTEES, ARISING FROM STATUTE, COURSE OF DEALING OR USAGE OF TRADE 

and BASF HEREBY EXPRESSLY EXCLUDES AND DISCLAIMS ANY LIABILITY RESULTING 

FROM OR IN CONNECTION WITH THIS DOCUMENT OR ANY INFORMATION PROVIDED 

HEREIN, including, without limitation, any liability for any direct, consequential, special, or 

punitive damages relating to or arising therefrom, except in cases of:  

(i) death or personal injury to the extent caused by BASF´s sole negligence; 

(ii) BASF´s willful misconduct, fraud or fraudulent misrepresentation; or 

(iii) any matter in respect of which it would be unlawful f or BASF to exclude or restrict 

liability under the applicable laws;  

(b) Any information provided herein can be changed at BASF´s sole discretion anytime and 

neither this document nor the information provided herein may be relied upon to satisfy from any 

and all obligations you may have to undertake your own inspections and evaluations;  

(c) BASF rejects any obligation to, and will not, automatically update this document and any 

information provided herein, unless required by applicable law; and  

(d) The user is responsible for confirming that the user has retrieved the most current version of 

this document from BASF as appropriate. 

 


